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What is GDPR?
• GDPR (General Data Protection Regulation) is a regulation established by 

the European Union (EU) designed to give individuals within the EU and 
the European Economic Area (EEA) more control over their data.

• The regulations puts forth that EU resident’s personal information that 
goes outside of the EU it is subject to specific requirements. 

• GDPR was adopted in April of 2016 but did not go into effect in the United 
States until May 25, 2018.

• Since GDPR is a regulation and not a directive there was no requirement 
that governments pass legislation to make the regulation applicable.  This 
European law applies globally.



What is GDPR?
• Previously collected data must fulfill the collection requirements per the 

GDPR.  There is no grandfathering of personal data prior to enforcement 
of GDPR.  If you have closed accounts for EU members, have you met the 
requirement for purging of data?

• Even if you do not provide goods or services to EU members, if you offer 
services based on the languages of the member states (Estonian, 
Bulgarian, German, French etc.) or list exchange rates for EU member 
states this could be sufficient evidence to warrant the institution is 
required to comply with GDPR as it implies you are marketing to this 
segment.



What is GDPR?
GDPR gives data subjects certain rights:

1. Businesses must obtain clear consent to extract and use customer’s 
personal data.
Must have written statement or oral statement allowing the processing of 

personal data.
– Could include ticking a box.  Silence or pre-ticked boxes… not consent!
– Choosing technical setting, ie., user can access settings page to indicate 

permission. Cannot simply say that your site uses “cookies” and prompt the  
user to click okay or dismiss.  

– Statement or conduct.  Needs to be clear to indicate acceptance.
 Consent must be freely given.  

– If you do not allow separate consent for different data processing 
operations…not freely given!



What is GDPR?

 Consent must be purpose specific.  
– This should be determined at the time of collection of data, and should be explicit and 

legitimate and limited only to what data is adequate and relevant.
– Time limits should be established for periodic reviews or purging of data based on need 

of data collected.
Must be informed consent.
Must be unambiguous.
 Consent must be given by a statement or clear act
 Consent must be distinguished from other matters.

– What type of data (email, browsing behavior, address)
– Why is the data being processed (check for fraud, share with 3rd party partners..)
– Who will be processing the data (Controller, 3rd party..)
– When will processing of data occur, including expiration date.



What is GDPR?
 Request for consent must be clear, easily understandable and 

accessible.  This is the Principle of Transparency.

2. It must be disclosed how that data is going to be used.
3. Upon customer request, the institution must turn over all of their 

personal data on record.
4. Companies must provide legal channels for individuals if the data is 

not used properly.
5. All personal data must be purged after specified period of time.

- Withdraw should be as easy as consent.  Option:  create a technical setting as part of ‘privacy       
policy” to withdraw consent.  This will also data subject to manage permissions.



What is GDPR?
6. Institutions must purge customer data upon request.
7. Upon request by the customer, institutions must transfer their 

personal data to a 3rd party.
8. In the event of a data breach, the institution must provide 

notification to the customer within 72 hours, unless the data has 
been pseudonymized.



To Whom Does GDPR Apply?

• GDPR is a European law created only to protect those that are part of the 
EU.  It does not apply to US citizens.

• Some stipulate that this regulation also applies not only to EU citizens but 
also those that are temporarily working and living in the EU.

• The regulation is applicable to all companies that do business with the EEA 
or collect user data on EU citizens regardless of global location.

• Applies to institutions deemed as “controllers”.  They decide the method 
and purpose of processing personal data.

• Applies to “processors” who are third party vendors.  While they have a 
high level of liability, the institution is responsible for the protection of the 
personal data.



Terminology
• Data Protection Officer (DPO) – Individual assigned to manage 

compliance with GDPR and would work through paperwork and 
bureaucracy.  This person is not the same person who would 
manage the data protection piece which is more of an ISO function 
and would perform duties such as encryption codes, storage 
security etc.

• Code of Conduct – Institutions should have a code of conduct in 
place that clearly states how the data is to be extracted, how long 
the data will be used, the banks policy for protecting the privacy 
and rights of the individual whose data has been extracted and 
provide the individual rights to have their data purged.

• Data Profiling – Data Profiling is data that can directly be associated 
back to a named individual.  Cookies which have identifiable 
information require explicit consent.



Terminology
• Data Consent – Clear and affirmative consent must provided by the 

customer allowing personal data to be collected and used.  
Previously obtained consent is valid as longs as it meets GDPR 
requirement. (refer to slide 5-7)

• Personal Data – Any information that is related to an identified 
(pretty straightforward) or identifiable person. (Questions as to 
whether this includes IP addresses.)

• Identifiable Natural Person – Someone that can be identified 
through direct or indirect means.
 Direct – This could include identifiers such as ID numbers or even physical, 

genetic or cultural factors
 Indirect – Through behavioral analysis or online identifiers.

• Data Subject – Your EU customer.



Terminology

• The Right to be Forgotten – Customers may request that their 
data be deleted.

• Cross Border Transfer – Data that moves outside of the EU, 
but must meet prescribed data requirements.

• Data Portability – Transfer of customer’s  personal data to a 
3rd party.

• Pseudonymizing – Making the data anonymous so it cannot 
be linked back to a specific individual. (Note:  If there is a 
breach at your institution and your customer’s personal data 
has been pseudonymized, it is not required that you notify the 
customer,  but you must notify the European Commission.)



How Do You Begin 
Implementation?

Conduct an Impact Assessment (provided after the call with other material)

There are 14 Privacy Principal sections to be evaluated:
1. Choice and Consent
2. Legitimate Purpose Specification and Use Limitation
3. Personal Information and Sensitive Information Life Cycle
4. Accuracy and Quality
5. Openness, Transparency and Notice
6. Individual Participation
7. Accountability
8. Security Safeguards
9. Monitoring, Measuring and Reporting
10. Preventing Harm
11. Third Party/Vendor Management
12. Breach Management
13. Security and Privacy by Design
14. Free flow of Information and Legitimate Restriction



IMPACT 
ASSESSMENT

The following pages will exhibit sample sections of an 
Impact Assessment that will allow your institution to 
evaluate your maturity level and identify gaps.



Privacy 
Principle

GDPR Data Protection Impact 
Assessment (DPIA) &
Gap Analysis Questions

Which of the following 
answers best applies to 
your enterprise? Please 
enter a letter below. For 
"NA", provide an 
explanation.
See full descriptions for 
each letter in reference 
box below.
A: Completely 
addressed, no gaps
B: Mostly addressed, still 
a few gaps
C: Addressed a few, most 
GDPR requirements not 
satisfied.
D: Nothing has been 
done.
NA: This does not apply 
to us.

Associated Personal 
Data Security Risk &
GDPR Mitigation 
Safeguards Actions

List or describe actions 
the enterprise will 
take to mitigate 
identified security 
risks and/or GDPR 
compliance gaps.

If no security risk or 
gap mitigation is 
planned, please 
explain briefly.

Associated 
Data Subject 
Privacy Harm
Risk-
mitigation 
Actions

List or 
describe 
actions the 
enterprise will 
take to 
mitigate 
identified 
harm risks.

If no harm risk 
mitigation is 
planned, 
please explain 
briefly.

Assessment Results for Privacy 
Principle

Summarize findings for the 
privacy principle associated with 
each row. Include the following 
points (as applicable):

* Summary totals of answers for 
questions associated to the 
privacy principle.
These totals will indicate the 
compliance and maturity level of 
associated activities in your 
privacy management program.
* Statement of risks and gaps for 
the associated privacy principle 
(based upon the answers), along 
with any additional applicable 
description or information.
* Summary of risk and privacy 
harm mitigation actions planned.
* Additional information to 
benefit supervisory authorities, 
auditors and/or management 
regarding each privacy principle 
result.

Impact Assessment



Impact Assessment Cont’d
Privacy Principle

SAMPLE ENTRY
(For illustration 
only, using 
sample data in 
worksheet A.)

1. Choice & 
Consent

GDPR DPIA & Gap Analysis ??:

1) Do you have documented 
and enforced privacy and 
security policies (and 
supporting procedures) to 
provide choices, where 
appropriate, to data subjects 
regarding use of their personal 
data?

Is consent obtained before 
using personal information for 
specific purposes, as required 
by GDPR?

See GDPR Art. 6(1)

A.B.C.,D,NA

A

Safeguards in place.  Actions to Mitigate Risk or 
GDPR Compliance Gaps:
We have the following safeguards in place:

* Documented policies and procedures for 
the facility, internet use and phone use 
monitoring.

* Training for the policies and procedures.

* Technology has been implemented within 
the surveillance systems to give notice to 
those within our facilities of the surveilling 
activities. At the entrance to our facilities we 
give notification that if the individual does not 
want to be surveilled they should not enter 
the facilities.

* For the types of monitoring and surveillance 
implemented, no consent is necessary for 
entering the facilities or for monitoring 
network use to access the internet, as 
confirmed with GDPR supervisory authorities. 
Personnel understand these are conditions of 
employment.

* For the phone calls we give notice and 
obtain consent.

* Identification verification is obtained where 
necessary.

* Data is retained according to the 
information given in the Introduction.

Planned actions:
None at this time

Controls to Mitigate
Identified Harm Risk:
We have the following 
harm prevention controls 
in place:
* Documented policies 
and procedures detail how 
the data can and cannot 
be used.
* Controls do not allow 
data to be shared to 
others without obtaining 
authorization for such 
sharing.
* Data is irreversibly 
deleted upon reaching the 
end of the retention date 
or legal requirement, 
whichever arrives first.
* We have cyber liability 
insurance to cover 
personal data breaches.
* We have documented 
and implemented breach 
response plans in place.

Planned actions:
None at this time.

Assessment Results for 
Privacy Principle:
1. Choice & Consent 
Summary

a. Maturity & Risk 
Levels

# of Level A answers:  1
# of Level B answers: 
# of Level C answers:  

1
# of Level D answers:
# of        NA answers:  1

b. Summary of Risk 
Levels, Risk Mitigation 
Plan & Compliance 
Corrective Action Plan:

* Technology has not 
yet been implemented 
to manage consents 
fully. The new privacy 
manager will be 
responsible for 
accomplishing this 
soon after he starts 
working in this position 
(4 weeks from the date 
of this DPIA report).



Impact Assessment Cont’d
Privacy Principle

SAMPLE ENTRY
(For illustration only, 
using sample data in 
worksheet A.)

1. Choice & Consent

GDPR DPIA & Gap
Analysis ??:
1) Do you have 
documented and 
enforced privacy and 
security policies (and 
supporting 
procedures) to 
provide choices, 
where appropriate, to 
data subjects 
regarding use of their 
personal data?

Is consent obtained 
before using personal 
information for 
specific purposes, as 
required by GDPR?

See GDPR Art. 6(1)

Assessment Results 
for Privacy Principle:

Position/person(s)/
team assigned: 
Chris Jones, Privacy 
officer

c. Summary of 
Privacy Harm Risks 
& Harm Risk 
Mitigation Plan:

* Technology has 
not yet been 
implemented to 
fully manage the 
consents. The new 
privacy manager 
will be responsible 
for accomplishing 
this soon after he 
starts working in 
this position (4 
weeks from the 
date of this DPIA 
report).



Impact Assessment Cont’d
Privacy Principle

SAMPLE ENTRY
(For illustration only, 
using sample data in 
worksheet A.)

1. Choice & Consent

GDPR DPIA & Gap
Analysis ??:
1) Do you have 

documented and 
enforced privacy and 
security policies (and 
supporting 
procedures) to 
provide choices, 
where appropriate, to 
data subjects 
regarding use of their 
personal data?

Is consent obtained 
before using personal 
information for 
specific purposes, as 
required by GDPR?

See GDPR Art. 6(1)

Assessment Results for Privacy 
Principle:
Position/person(s)/team assigned: 
Chris Jones, Privacy officer

d. Additional Information: The new 
privacy manager will be choosing a 
new system to automate the 
management of consents more 
effectively.

We have hired a privacy manager 
to oversee the consents 
management. That person will start 
in four weeks from the date on this 
DPIA. He will be responsible for 
ensuring all requirements for 
question 2 are accomplished.

Overall, most risk is being 
sufficiently mitigated and 
appropriately accepted where 
applicable; all GDPR requirements 
are being met for this Choice and 
Consent Privacy Principle.



Impact Assessment Cont’d
GDPR DPIA & Gap Analysis 
??:

2) Are consents (once 
obtained) appropriately 
documented and 
maintained?

Can consents be easily 
provided upon request by 
data subjects and/or 
appropriate authorities?

See GDPR Art. 7(1), Art. 7(2)

A.B.C.,
D,NA

C

Safeguards in place.  Actions to Mitigate Risk 
or GDPR Compliance Gaps:

We have the following safeguards in place:
* Documented policies and procedures for 
obtaining consents.
* Training for the policies and procedures.
* Technology not yet been implemented to fully 
manage the consents. The new privacy manager 
will be responsible for accomplishing this.

Planned actions: 
Implement technology to fully manage the 
consents.

Controls to Mitigate Identified 
Harm Risk:

We have the following harm 
prevention controls in place:
* Documented policies and 
procedures detail how the data can 
and cannot be used.
* Controls do not allow data to be 
shared to others without obtaining 
authorization for such sharing.
* Data is irreversibly deleted upon 
reaching the end of the retention date 
or legal requirement, whichever 
arrives first.

Planned actions:
None at this time.

Assessment Results for 
Privacy Principle:

We have the following harm 
prevention controls in place:
* Documented policies and 
procedures detail how the 
data can and cannot be 
used.
* Controls do not allow data 
to be shared to others 
without obtaining 
authorization for such 
sharing.
* Data is irreversibly deleted 
upon reaching the end of 
the retention date or legal 
requirement, whichever 
arrives first.

Planned actions:
None at this time.



Impact Assessment Cont’d
GDPR DPIA & Gap Analysis ??:

3) If the enterprise collects 
information from children 
younger than 16 years of age, 
have you created and 
documented policies and 
implemented processes to 
collect parental consent as 
required by the GDPR?

See GDPR Art. 8(1)

A.B.C.,D,NA

NA: We do not allow children within 
our facilities or to use our networks.

Safeguards in place.  Actions to 
Mitigate Risk or GDPR 
Compliance Gaps:

NA

Controls to Mitigate Identified 
Harm Risk:

NA

Provide descriptions, comments 
and additional information for 
each associated column, as 
appropriate.

We have hired a privacy manager 
to oversee consents 
management. That person will 
start in four weeks from the date 
on this DPIA. He will be 
responsible for ensuring all 
requirements for question 2 are 
accomplished.



Other Considerations?

• Assign a DPO (Data Protection Officer)
• Create a Code of Conduct 
• Make sure that you have proper consent on file
• Send email notification of changes 
• Post onsite notification of changes
• Update your Information Security Policy (look at who has access to 

your customer data, how you are collecting data and is that data 
being used correctly)

• Update your Incident Response Plan to include the requirement to 
notify data subjects of a breach within 72 hours.

• Make sure your data is relevant.  Anything that has no business 
purpose, should be deleted.



What are the Potential 
Challenges?

• Additional attention may need to be given to remediation, 
management of information rights and creation of permanent data 
protection policy.  This should be seen as an ongoing data 
management and protection program….not a “one off project”.

• For small institutions having to turn over personal data, either to 
the customer or a 3rd party, could be difficult and time consuming.

• Having the staff available to manage compliance with GDPR, ie., 
assigning a DPO.

• Creating an additional system for adherence to GDPR rules may be 
difficult and expensive.  Some companies have elected to update 
their systems globally to comply with GDPR, ie., apply the more 
stringent rules across the institution for all customers.



What are the Potential 
Challenges?

• While regulators have not handed down any formal guidance on GDPR for 
banks, failure to provide applicable disclosures and perform monitoring on 
EU citizens that are bank customers could increase risk for Unfair, 
Deceptive, and Abusive Practices (UDAAP) violations.

• If the bank decides that it is prohibitive to offer services to EU customers, 
that is the bank’s decision.  There are no federal laws, rules or regulations 
that mandate the opening of account to EU or other customers.
 The bank could run into issues with Fair Lending if it chooses not to 

lend to EU citizens based on national origin discrimination. If the bank 
chooses not to lend to EU citizens, it would have to support that 
business necessity and be able to demonstrate that need to an 
examiner/auditor. Policies would need to be revised to prohibit 
provision of products and services to EU citizens.



What are the Potential 
Challenges?

• The bank would need to ensure that it is not retaining personal data 
for existing EU customers, as well as data for closed accounts of 
previous EU customers, where the data still exists on the system.

• Monitoring will be required on an ongoing basis to ensure no EU 
customers fall through the crack.



What are the Ramifications of 
Non - Compliance?

Fines are levied by an individual member state supervisory authority.  
There are 10 criteria used to determine the amount of the fine:
1. Nature of infringement: How many customers were impacted? What 

damage was suffered, how long did the infringement exist and what 
was the purpose of the data that was processed?

2. Intention: Was the  infringement negligent or intentional?
3. Mitigation: What action was take to lessen the damage to the 

customer?
4. Preventative measures: How much effort did the institution put forth to 

prevent non compliance?
5. History:  Were there any previous relevant infringements or  

administrative corrective actions under GDPR? 
6. Cooperation: Was the institution cooperative in dealing with the 

supervisory authority in an attempt to remediate the infringement?



What are the Ramifications of 
Non - Compliance?

Cont’d:

7.  Data type: what types of data the infringement impacts.
8. Notification: Was the institution proactive in reporting the infringement 

to the supervisory party?   This would include infringements by the 
institution or 3rd party.

9. Certification: Did the institution adhere to the approved code of conduct 
or under approved certification?

- Certification can be obtained to demonstrate that an institution is 
legally compliant with GDPR.  This is offered by a few companies 
currently.  GDPR may create a generic certification in the near future. 

10.  Other: Aggravating/mitigating factors that may have a financial impact on 
the institution as a result of the infringement.



What are the Ramifications of 
Non - Compliance?

• Violations of GDPR consist of a potential fine based on the 
infringement level:
 Lower level infringements constitute a fine of up to €10 

million ($13,220,000) or 2% of the worldwide annual 
revenue of the previous year, whichever is greater. 

Upper level fines can be as much as € 20 million 
($26,441,404) or 4% of your previous years revenue, 
whichever is greater.

• If an institution has a number of infringements, it will be fined 
according to the gravest infringement and not separately.



Questions??

Colleen Wynn
Account Executive
AaSys Group
cwynn@aasysgroup.com
(540) 908-7608

mailto:cwynn@aasysgroup.com
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